
Don’t  fa ll for fake . Ke e p your mone y s a fe  by 
le a rning  t he  re d  flag s  of phis hing . 
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Eve ry day, pe ople  fa ll vic t im  t o 
fraudule nt  e ma ils , t e xt s , ca lls , and  
payme nt  app re que s t s  from s camme rs  
pre t e nding  t o be  t he ir bank.

Tha t ’s  phis hing .
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How bad is  it ?

Consumers lost over $10 
billion from phishing  and 
othe r scams  in 2023  — a 
13 .6% increase  s ince  2022.
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S o wha t  can 
you do?

1. Le a rn to spot the red flags of 
phishing  scams .

2 . De fe nd your accounts  aga ins t  
future  threa ts .

3 . Take  act ion if you think you’ve  
been a  vic t im to a  scam.
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Le arn t o s pot  t he  re d  flag s  of 
phis hing  s cams .
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The red flags of…
Phis hing  Ema ils
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Watch for these red flags:

1. Suspicious  e mail addre s s

2. Typos  or unusual g rammar

3 . Urge nt  language

4 . Hype rlinks  — ne ve r click the m 

5 . At tachme nts  — ne ve r ope n the m



The red flags of…
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Phis hing  Te xt s

Watch for these red flags:

1. Unusual phone  numbe rs  —your bank will 
only te xt  from a  4 -5  dig it  numbe r

2. Hype rlinks  — your bank will ne ve r ask you 
to log  into your account  by te xt ing  a  link 

3 . Odd g rammar

4 . Scare  tact ics  and urge nt  language  

5 . Te xts  asking  you to ope n a  link



The red flags of…
“Hi, I’m calling to notify you that your 
credit card was breached. Before we 
begin, can you please verify your 
identity with your name, address and 
card number?”

Phone  Ca ll S cams

Stay safe with these tips:

● Watch out  for a  fa ls e  s e nse  of urge ncy

● Ne ve r g ive  se ns it ive  informat ion

● Don’t  re ly on ca lle r ID



The red flags of…
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Payme nt  App S cams

Stay safe with these tips:

● Be  wary of t e xt s  or ca lls  about  payme nt  
apps

● Use  payme nt  apps  to pay frie nds  and 
family only

● Raise  the  a larm on urge nt  payme nt  
re que s t s

● Avoid unusual payme nt  me thods



Be e f up  your de fe ns e s .
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2 Be e f up  your de fe ns e s

Lock down your account s

#1
MFA

Set up multi -
factor 
authent ica t ion on 
your bank and 
email log in.

#2
S t rong  
Pas s words

Use  random or 
complex 
passwords .

#3
Upda t e d  
brows e rs

Keep your 
browse rs  up-to-
da te  with the  
la te s t  de fenses .

#4
Us e  ant ivirus

Use  de fenses  like  
virus  protect ion 
and malware  
a le rt s .
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Got  s camme d? Take  act ion.
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3 Got  s camme d? Take  act ion.

If you be lie ve  you’ve  be e n 
s camme d, t ake  t he s e  ne xt  s t e ps :

S t e p #1

Contact your 
bank.

S t e p  #2

Change  your 
passwords  and 
vis it  
Ident ityTheft .gov.

S t e p  #3

Report  the  scam to 
the  FTC a t
ReportFraud.ftc .gov.

S t e p  #4

If you los t  money, 
file  a  police  
report .
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Le a rn more  wit h t he s e  links :
● BanksNeverAskThat.com

● <<<bank webs it e>>>
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